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ABSTRACT

This article describes an experimental
testbed that combines wireless microphone
sensors with a web-based terrestrial digital
video broadcasting geolocation database and a
program making and special events spectrum-
booking platform. Software defined radio and
Internet technologies are the enabling tools in
use. The key sensing techniques are identified
and implemented. Test trials in a real scenario
have shown that the platform was able to
receive information from a DVB-T geolocation
database and a PMSE spectrum-booking plat-
form, updating the list of vacant channels with
blind sensing techniques. The proposed method
has shown capabilities to protect primary users
of interferences from secondary users of the
spectrum.

INTRODUCTION

The current global analog TV switch-off has
opened up an opportunity for re-allocation of
the spectrum resource and opens an opportuni-
ty to introduce new business models in this
area. Some spectrum bands once used for ana-
log TV broadcasting will be completely cleared,
leaving space for deploying new licensed wire-
less services. Additionally, digital television
technology geographically interleaves spectrum
bands, or TV white spaces (TVWS), to avoid
interference between neighboring stations,
leaving space for deploying new wireless ser-
vices. However, primary users of the spectrum,
such as terrestrial digital video broadcasting
(DVB-T) systems, must be protected from
interference. One consensual method to do so
is based on geolocation databases, combined
with local spectrum sensing. There are several
advantages for the use of geolocation to sup-
port the detection of incumbent systems. The
most important is that the database stores the

required information to compute the TVWS

spectrum pool available in a specific location.

Information such as DVB-T protected areas,

specifications of DVB-T transmitters, advanced

propagation models, and protection rules can
be used to compute the maximum transmit
power. With a database, part of the complexity
associated with sensing and computation is
transferred to the core network, decreasing
complexity and power demand of portable

TVWS devices (WSDs).

Program making and special events (PMSE)
detection is also an important issue, due to low
power transmissions and analog frequency mod-
ulation (FM). These are generally wireless
microphones (WMs), talkback devices, or in-ear-
monitors. The usage of PMSE devices can be
professional or non-professional:

* Non-professional use may occur when the
device is used in a small event for a short
period of time, with restricted limitations on
power transmission.

* Professional wireless microphone system
(PWMS) devices are used at large events, like
concerts, or by security agencies.

In Europe and in many countries, PMSE
devices operate mostly on an unlicensed basis,
without any record. Even so, PMSEs are incum-
bent users of the spectrum, and, as such, they
must be protected from secondary user’s inter-
ference. In some European countries like the
United Kingdom [1], PWMS users must book
spectrum in advance, and their location, band-
width, usage period, and maximum allowed
power are registered in a database. Such an
approach can protect registered systems, but the
only way to protect unregistered PMSE applica-
tions is through sensing.

This article describes a testbed that combines
an autonomous sensing platform for PMSEs, a
DVB-T geolocation database, and a PMSE spec-
trum-booking platform the sole purpose of which
is to address the protection of primary users of
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Figure 1. Platform architecture, combining spectrum sensing, DVB-T geoloca-
tion database, and PMSE booking platform.

the spectrum. Figure 1 shows the three main
structural components of the testbed and their
interconnections.

We describe the design, functional features,
and implementation techniques for each. Experi-
mental results indicate that this combination is
able to achieve better protection of primary
users than sensing only. The conclusion of the
article and future work are also presented.

GEOLOCATION DATABASE PLATFORM

This section present the details of the DVB-T
geolocation database platform, including the
structure of the database, the criteria used to
compute and populate the database, and the
graphical user interface (GUI).

PLATFORM STRUCTURE

Several web programming languages and tech-
nologies are used to develop the platform, fetch
geolocated spectrum information, and display
the results. The platform includes a web server
running MySql to manage the database, access
to a Google Maps server, and a PC with broad-
band connection.

The geolocation database has a simple data
structure, storing the following information:

* Longitude and latitude coordinates: Each
coordinates represents the center of a pixel,
with an area of 200 x 200 m.

* UHF channel numbers: These range from
channels 40 to 60.

* EIRP: Effective isotropic radiated power is the
maximum power a WSD is allowed to trans-
mit, in dBm, depending on the location and
the channel number.

The actual database information is geographi-
cally centered in Munich, with a total area of 51
km?, which makes a total of 65,000 pixels, each
one with information on the maximum power
allowed for TVWS devices, for each UHF chan-
nel. For the calculations, the operational data
(i-e., the DVB-T stations actually in operation in
the Munich area) were used.

PROTECTION CRITERIA FOR
CompuTING TVWS MAPS

At the time TVWS calculations were made,
European regulatory and standardization bodies
had not yet fixed all protection requirement
parameters for primary users. Hence, some real-
istic assumptions were necessary, allowing us to
identify available TVWS.

The methodology to estimate TVWS follows
the procedure described in [2]. Therefore, the
maximum acceptable WSD signal strength in the
considered TV channel at the possible location
of a DVB-T reception antenna can be calculat-
ed. We briefly describe the most important
parameters to be considered to determine maxi-
mum WSD transmit power.

In a first step, for each considered location,
the wanted and interfering field strengths need
to be calculated. From this, the location proba-
bility for the case without active WSDs can be
determined. Accepting a degradation of location
probability allows a higher interfering signal.

An important parameter for describing broad-
cast signal availability is coverage. It describes
the probability of successful broadcast reception
over a given area (e.g., 200 x 200 m). The Gene-
va 06 plan agreement describes 70 percent cov-
erage as “acceptable” and 95 percent coverage
as “good.” Although broadcast reception is pos-
sible in some locations outside a given coverage
area, only broadcast reception within the cover-
age area is protected. For fixed DVB-T recep-
tion, 70 percent coverage is protected. In the
calculations, portable outdoor reception is also
considered, for 95 percent coverage. This area
corresponds to more than 99.99 percent of a
fixed reception coverage area. A degradation of
1 percent is assumed to be acceptable.

Outside a coverage area, the minimum dis-
tance a WSD may have from a DVB-T receiver
operated in this channel is the shortest distance
to the coverage area. Inside a coverage area,
reasonable minimum distances are assumed, as
described in Table 1.

For the propagation of DVB-T signals, a ter-
rain-based model is used that also takes (to
some extent) the morphology into account. For
the propagation of WSD signals that range, due
to the possible transmit power, distances typical-
ly below 10 km, simpler non-terrain-based mod-
els like extended Hata are selected.

Several types of WSDs are possible. A base sta-
tion at a height of 10 m with directional antenna, a
user terminal at 1.5 m with simple dipole antenna,
or in a downlink only concept a WSD antenna at
even higher distances can be imagined. For this
database, a TVWS base station (BS) with a 10 m
high antenna is considered (downlink only).

A WSD operating in a channel with some
channel separation from the considered broad-
cast signal may harm broadcast reception accord-
ing to the WSD transmitter’s spectrum mask and
the DVB-T receiver’s input filters. The effect
described by the protection ratio (PR) depends
on the broadcast receiver and the type of inter-
ferer. For the WSD, a Long Term Evolution
(LTE) like spectrum mask is assumed. Hence,
for the PRs, values from [3] are taken. The same
report also provides PRs for LTE base stations
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and LTE user terminals. The 10th percentile val-
ues are taken, which means that for these levels,
10 percent of the investigated receivers are
already interfered. The PR values for can and
silicon tuners for set-top boxes and integrated
digital TV were averaged. Silicon USB tuners
were not taken into consideration. In the same
way, overloading of DVB-T receivers is also con-
sidered. These parameters should be more or
less independent of channel separation. In a
region with several DVB-T multiplexers on air,
such as the Munich area, there is at least one
channel occupied between n = 9 at each possi-
ble location. For the case of a can tuner, the
protection ratio for n = 9 may be as bad as n =
1, due to the intermediate frequency (IF) in use.
Hence, overloading limits the maximum transmit
power, so nine adjacent channels to each side
are taken into account. For a WSD BS scenario,
the limit is approximately 30 dBm [2].

USER INTERFACE

The geolocation database is presented with a
GUI on the client side, implemented as an inter-
active web page using HTML. It provides an
attractive view of the data stored. Moreover, the
GUI does so in an orderly manner, so the user is
able to see the TVWS availability of one or
more channels, and change the way this informa-
tion is presented. An online demonstration is
accessible at http://projectos.est.ipcb.pt/cogeu?
/index.php.

The platform access to Google Maps
resources and displays a digital map. A second
screen, representing TVWS maps computed
from DVB-T geolocation data, overlay Google
digital maps as a new dynamic layer. “White
spaces” in Fig. 2a or “color scale” in Fig. 2b are
features for a chosen channel, and represent
spectrum availability and maximum power for a
secondary device to operate. “Chart point” in
Fig. 2c is another feature that shows all available
channels and maximum allowed power, in a
selected pixel with 200 squared meters. “Block
white spaces” is an administrative feature, only
available to the platform administrator. TVWS
can be blocked for secondary usage, and access
to information on the specified areas is denied.
An example of a blocked area is visible on the
lower right side of Fig. 2a.

PMSE SPECTRUM BOOKING PLATFORM

The PMSE booking platform is an online appli-
cation that allows users to search for spectral
occupation on the DVB-T geolocation database,
and books spectrum for PMSE:s for a given place
and time. The primary targets of the platform
are PWMS devices. However, we programmed it
to be scalable to any other equipment or fre-
quencies, bearing in mind those who have no
technical knowledge of the spectrum or spec-
trum devices. This section presents the main fea-
tures and techniques.

TECHNICAL FUNCTIONALITIES

The client side of the platform employs HTML,
JavaScript, and CSS web languages. From the
server side, the code is implemented using PHP.
Any code processing is done in the server, and

Scenario Distance Comment

WSD base station

- 30m
DVB-T fixed rooftop

WSD base station

— 10 m
DVB-T portable reception

WSD user terminal

DVB-T fixed rooftop

WSD user terminal

— 2m

DVB-T portable reception

Table 1. Minimum distance between different WSDs and DVB-T receivers,

inside a DVB-T coverage area.

the page is sent to the client. The database is
built on open source technology MySql and has
several organized tables to safeguard all the
information regarding PMSE booking, such as
the user ID, spectrum occupancy, and time and
location of spectrum booking. The platform
access uses a mandatory secure connection
(HTTPS), and PHP with Sql commands to
check-in the PMSE database. This process
ensures integrity and confidentiality to users,
data, and booking operations.

EXCLUSION AREA FOR PMSE

When a new PMSE booking is authorized, the
platform automatically sets an exclusion radius
guaranteeing non-interference with other reser-
vations. This calculation can be done in two dif-
ferent forms, chosen by the platform
administrator:

* Automatic mode: The protection radius is
computed taking into account technical
parameters of the WM (power output, anten-
na gain, central frequency) and using the free
space attenuation model.

* Manual mode: This input mode was developed
for scenarios where field strength measurements
are available, allowing the administrator to set
these values statically. This is done through an
input table, only available to the administrator,
where s/he can define a protection distance as a
function of PMSE power range.

In a natural or man-made catastrophe sce-
nario, emergency forces may require additional
spectrum channels for radio communications.
The administrator has the possibility of locking
down part of the spectrum in an area. This func-
tionality is similar to the one implemented for
the DVB-T geolocation database to limit TVWS
availability. When an area is locked, new reser-
vations cannot be booked there.

USER INTERFACE

Just like the DVB-T geolocation database, we
develop a GUI to facilitate the interaction of the
user with the PMSE database. Figure 3 shows
one of the interfaces. Some of the features are
briefly described here:

Directional DVB-T antenna

DVB-T dipole antenna

20 m Directional DVB-T antenna

DVB-T dipole antenna
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* Development and integration with digital
maps.

* Time booking is done through a calendar
interaction.

e Spectral booking is made through the selection
of a wanted channel.

* A section for spectrum search was taken into
consideration. Interacting with a digital map,
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Figure 2. Two different views for the same channel: a) “white spaces” show the
region where a secondary user of UHF DVB-T channel 60 may transmit
power with 10 dBm; a rectangle on the lower right side of the same figure rep-
resents a blocked region; b) “color scale” shows the maximum power that can
be transmitted by a WSD at channel 60, for all pixels; c¢) “chart point” shows
the channel and power availability for a selected pixel.

the user can check on the existing and daily
reservations, and apply certain filters to limit
search criteria.

* The platform is implemented to enable users
to pay for their bookings. This makes the plat-
form autonomous and leads to on-the-fly pay-
ment to competent authorities.

An online demonstration is accessible at
https://www.est.ipcb.pt/pessoais/alter_mann/index

.php.
PMSE SENSING PLATFORM

The following section describes the main fea-
tures of the testbed sensing module, and the
interaction with DVB-T and PMSE booking
databases.

HARDWARE

The sensing platform relies on USRP2 software-
defined radios [4], a GPS receiver, and a host
PC. USRP2 is equipped with a transceiver com-
bining two channels (TX/RX, RX2), tunable
from 50 MHz to 2.2 GHz, and provides output
power up to 100 mW. The host is a laptop with
Windows OS, a Gigabit Ethernet port to connect
to the USRP2, and a wireless broadband con-
nection for Internet access to DVB-T, PMSE,
and Google Maps databases. A GPS device con-
nects to the host PC by Bluetooth. Commercial
tunable FM wireless microphones are used as
primary users, to benchmark the sensing capabil-
ities of the testbed.

COMBINATION WITH TVWS AND
PMSE DATABASES

Before sensing is started, the platform retrieves
TV channel occupancy from the DVB-T geolo-
cation database, and also channels reserved for
WMs from the PMSE booking database, follow-
ing the diagram of Fig. 4a. This way, local sens-
ing is performed only on a limited number of
potentially vacant TV channels.

Compared to sensing only, a combination of
sensing and geolocation database access has the
advantage of reducing the risk of WSDs interfer-
ing with PMSE and DVB-T. For a sensing only
approach, the hidden terminal problem (HTP)
could result in underestimation of the primary
signal power in the vicinity of the WSD, and
could lead secondary users to use that channel
and interfere with the primary user of the spec-
trum. Moreover, detection thresholds needed to
overcome the HTP are difficult to reach by cur-
rent technology [4]. Thus, a hybrid approach will
speed up the sensing process, but also relaxes
the sensitivity and processing capabilities
required for WSDs, which is a major limitation
of TVWS developments [2].

SENSING TECHNIQUES

We have formulated the sensing problem as a
binary hypothesis-testing problem,

Hy : x[n] = u[n]

Hy:x[n] =s[n] +uln],n =1,2, ...,N;, (1)

Hj, and H; are the hypotheses expressing the
absence and presence of the WM, respectively,
and Nj is the number of samples. The terms s(n]
and u[n] are sampled versions of the WM signal
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Figure 3. User area of the PMSE booking platform. The exclusion area around a booked PMSE is visible

on the left side.

s(t) and the noise u(¢) present in the system,
respectively. From the Neyman-Pearson criteri-
on, the hypothesis test is stated in terms of prob-
ability of false alarm (Pga) and probability of
detection (Pp). We set minimum metrics
requirements of Pp higher than 90 percent and
Ppa lower than 10 percent [6].

The WM signal is detected by comparing the
output d of the sensing algorithm, with a thresh-
old level (TH). Depending on the sensing tech-
nique, d is given by a test statistic. Detection
threshold TH is determined based on a given
PFA and is also dependent on the sensing algo-
rithm. We calculate TH based on a heuristic
method, using the following methodology, for
each sensing location:

e Compute the test statistic of the sensed chan-
nel, when no primary signal is present (noise
only).

* Repeat the measurement to create a histogram
of the results.

* Compute the complementary cumulative den-
sity function (CCDF) from the histogram.

* From the CCDF, search for the threshold
value associated with the desired Pga.

We previously conducted an extensive study
and simulation of several sensing algorithms for
PMSE detection [7], and the results have shown
that blind sensing methods, in particular covari-
ance absolute value (CAV) [8] and blindly com-
bined energy detection (BCED) [9], presented
superior performance compared to other algo-
rithms. These detection algorithms rely on statis-
tical analysis, using covariance or eigenvalue
matrix to identify the properties of a signal.
Blind methods are independent of the noise
power and require no information on source sig-
nal or noise power.

An energy detection (ED) algorithm is also
implemented on the sensing platform, and is
used here as a reference to evaluate if the higher
complexity of CAV and BCED algorithms results
in significant gains and higher performance. The
ED algorithm estimates the signal power in the
channel and compares that estimate to a thresh-
old. A signal x[n] is assumed to be present if the
test statistic is above the threshold. Since WM
signals manifest as a group of tones that can span
over a 200 kHz range in the frequency domain,
spectrum sensing is performed by detecting the
maximum peak of the estimated power spectral
density (PSD) of the received signal [10].

SOFTWARE PLATFORM

We use Labview from National Instruments to
program the software application of the sensing
module and interact with USRP2 software
defined radios. Labview combines a graphical
programming language with the capability to cre-
ate user-friendly user interfaces, which makes it a
preferred choice over other software solutions.
This particular combination of hardware and soft-
ware was chosen due to the recent development
of USRP2 drivers for Labview [11]. CAV, BCED,
and ED sensing algorithms are implemented in
C+ + to increase processing speed, and imported
into Labview as new functions (DLLs). We have
also developed other functions for location coor-
dinates extraction from a GPS receiver and Inter-
net access to retrieve digital maps from a Google
Maps server, and TVWS and PMSE databases.

SNR ESTIMATION
For each channel sensed, we have implemented
a method for the testbed to estimate the signal-
to-noise ratio (SNR):

These detection algo-
rithms rely on a st-
fistical analysis,
using covariance or
Figen value matrix
o identify the prop-
erties of a signal.
Blind methods are
independent of the
noise power and
require no informa-
fion on source signal
Or Noise power.

IEEE Wireless Communications ¢ August 2012

63



'Channel number,

¥
Geo-location
database
(DVB-T)

GeoDB

_ GeoDB=0 Booking
GeoDB=1 atqb_ase chilae
ecision (PMSE)

Sensing
module
(PMSE)

BookDB

(Channel occupied)

(Channel occupied)

(_Channel occupied ) ((Channel vacant )

WMsniffer

Peonf | Databaze | Config | Run

a)

D s =
‘e T Geolocation = - o
Theer - Datat <
e xin A o o =
Ay © T tertonrin
e ==k ‘< ds Tan
. i1, Resiart e
RuSomping e sed | engiuce
e r 1 ; [y 7
[Frame Sze Acq Duration. ) &
eompls] [sec r W/ Radis metes] 6 Frs
[ euse | — E e =
1 «
suogl 2. Map data €201 Tele Atlas.
r )
@ Thoccsc| i
getheholdrom e r Outputfiename  TmeTuget() ndes _ Place
: (B o =3 Comml o - -

LLUBPULLHYLLABDULB LD Y

Wireless Microphone Booking

b)

Figure 4. a) Diagram of the interaction between DVB-T database, PMSE
booking database, and sensing module channel availability computation; b)
setup interface of the sensing module after the reception of a list of vacant
channels from DVB-T and PMSE databases, the bottom rectangle shows six
available channels (check symbol), one channel reserved for WM (micro-
phone symbol) and the remaining channels used by DVB-T broadcast signals

(cross symbol).

1 Compute the sum of the squared amplitude of
all the signal samples when only noise u[n] is
present.

2 Take the sum of the squared amplitude of all
the samples when a WM is present (i.e., x[n]
= s[n] + u[n)).

3 Compute the SNR, in dB, using the following
expression:

2

2 2
SNR= 101og[M].
u-[n]

()
USER INTERFACE

The GUI is organized in three functional pages
that allow the user to configure the device, set
up parameters, and view the results.

Figure 4b shows one of the main pages of the
interface. After geolocation coordinates are
acquired, a query is sent to both the DVB-T
geo-location database and the PMSE booking
platform. The received information is shown in a
text box where we can verify the available chan-
nels and the maximum transmission power for
each. Vacant channels are also symbolized in an
indicators bar as green checked symbols. Red

crosses or microphone symbols mean that the
channel is occupied with DVB-T or PMSE sig-
nals, respectively.

EXPERIMENTAL RESULTS

This section presents the deployment strategy of
the testbed and performance results from PMSE
sensing in a real environment.

DEPLOYMENT STRATEGY OF SENSING DEVICES

We assess the performance of the testbed in a
school floor, as illustrated in Fig. 5a. The prima-
ry system transmitter (WM) was located inside
an empty auditorium. Sensing was done in two
distinct places: inside the library (L1) and out-
side the school walls (L2), with non-line-of-sight
propagation between the sensing module and
the WM. The distance between both locations
and the wireless microphone was 45 m. Booth
WM and sensor antennas were placed at 1.5 m
height.

Locations L1 and L2 were chosen to simplify
the comparison between sensing techniques per-
formance, and avoid external factors to influence
the results: If the sensing device is located too
close to the WM (transmitter), all the sensing
techniques gives a Pp close to 100 percent, inde-
pendent of the value of Pgp used, which does
allow an adequate comparison. Otherwise, if the
sensing device is located too far from the WM,
the detection performance is limited by the sen-
sitivity of the sensing device rather than the per-
formance of the sensing algorithms.

SENSING MEASUREMENTS

Sensing algorithms’ performance is tested on all
channels free from DVB-T signals, even if they
were booked for PMSE usage. If the test statistic
d is above the threshold and is a WM booked in
that channel, status is set to “detection.” If there
is no previous booking of a WM, status is set to
“false alarm.” On the other hand, if the result
from sensing is below the threshold and there is
a WM booking for that channel, status is “miss
detection,” and finally, if there is no booking of
WDMs, the status is “free channel.” In normal
conditions, channels already reserved for PMSE
usage do not need to be “sensed,” since they are
already blocked by the PMSE booking database
to secondary users of the spectrum.

The thresholds were determined using the
heuristic method already described in the previ-
ous chapter, for a set of eight Pgp values dis-
tributed logarithmically from 0.1 to 22 percent.
Higher values of Pgpa would result in underuse
of spectral opportunities, and as such they are
discarded. The testbed was set to automatically
sense each channel during one hour for each
Pga value, with sensing time of 100 ms. We
repeated the measurement for both mute and
soft speaker operational modes.

Sensing performance is measured by means
of a receiver operational curve (ROC) for a WM
in silent mode or using a soft speaker. Figures
5b and 5c present the measurement for locations
L1 and L2, respectively. The result shows that a
WM in silent mode is easier to detect. This is
due to the high peak correlation of the FM car-
rier without a modulation signal. Also, there is a
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Figure 5. a) Building plant where field measurements were made;; measured ROC from: b) location L1; c) location L2. Estimated SNR

is =6 dB for both locations.

significant improvement in the Pp in all scenar-
ios and locations, using blind detection algo-
rithms (CAV or BCED) instead of ED. The
SNR obtained for each measurement was esti-
mated based on Eq, 2, and gave an SNR of -6
dB for both locations, L1 and L2.

CONCLUSIONS AND FUTURE WORK

The testbed presented in this article has shown
capabilities to sense PMSE signals with advanced
blind sensing algorithms, and update a list of
vacant DVB-T channels received from a web-
based geolocation database and a PMSE spec-
trum-booking platform. At the demonstration
level, as far as the authors are aware, this is the
first time that such a demonstration has been
tested and evaluated. In the following versions,
the demonstrator will be updated with a tech-
nique for identification of the central frequency
and bandwidth of multiple WMs present in a
single DVB-T channel. This feature is crucial for

spectrum shaping and spectrum aggregation
techniques, allowing coexistence between WSDs
and PMSE systems. Furthermore, Internet com-
munication protocols between all the different
elements should be adapted to improve reliabili-
ty and scalability.
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