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ABSTRACT

Wireless networks are challenged in efficien-
cy and security. This article is devoted to the
fundamental study of cognitive communications
in wireless networks after analyzing the limita-
tions in today’s cognitive radios. The research
scope includes architecture design, resource
management, anti-interference/interception sys-
tem design through multi-layer diversity, routing
anonymity, and security analysis.

OVERVIEW

Cognitive radio has been proposed as a promis-
ing technique to promote efficient wireless spec-
trum allocation [1]. The idea of cognitive radio
is motivated by the observation that lots of
licensed frequency bands in the spectrum are
largely unoccupied or only partially occupied
most of the time [2]. This under-utilization of
the electromagnetic spectrum leads to the
thought that: spectrum utilization can be
improved significantly by making it possible for a
secondary user (SU) to access a spectrum hole
unoccupied by the licensed primary user (PU).
In other words, the cognitive radio technique
enables an SU to sense for spectral holes, and to
transmit on the bands where the PU is idle or
not fully active. Based on real-time spectrum
sensing, cognitive radios are expected to “learn”
about the surrounding environment and make
self-adjustments to achieve dynamic spectrum
access.

As an exciting concept, cognitive radio
emphasizes the power or capability of the indi-
vidual radio devices. While each individual cog-
nitive radio can make flexible decisions, the lack
of user coordination and network control raises
serious issues in security and efficiency.

MAJOR CHALLENGES IN COGNITIVE RADIO

The major challenges in cognitive radio can be
described from three aspects.
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Serious Security Fragility — The essence of cognitive
radio is real-time sensing and reuse of the PU’s
under-utilized spectrum on a non-interference
basis. To do so, the SUs have to continuously
monitor the spectrum usage of the PUs for spec-
trum utilization, which requires SUs to get full
knowledge of the spectrum usage and behavior
of the PUs. Spectrum sensing enables the SU to
perform legitimate traffic analysis of the PU,
including spectrum occupation, traffic volume,
traffic pattern, and even traffic routing path.
This is, in fact, a security compromise of the PUs
on their spectrum utilization.

The idea of cognitive radio violates the funda-
mental security requirements of the PUs. The
cognitive radio nature of the system introduces
an entirely new suite of threats and tactics that
are very challenging and not easily mitigated.
Providing strong security may prove to be the
most difficult aspect of making cognitive radio a
long-term commercially-viable concept [3].
Unfortunately, the security of cognitive radio has
received attention far less than is adequate.
Malicious eavesdroppers or adversaries can
invoke hostile jamming attacks, also known as
Denial-of-Service (DoS) attacks, of the ongoing
transmissions and paralyze effective communica-
tions. There are also new unique opportunities
presented to the malicious attackers, leading to
potentially devastating spoofing and integrity
attacks that can influence both spatial and tem-
poral behavior of the network. Unfortunately,
these attacks are very difficult to prevent in the
current cognitive radio network. There is an
urgent need to restrain spectrum sensing and
software driven mobile reconfiguration as net-
work controlled operations.

Spectrum Manipulation — In cognitive radio, the
locally observed information is used to construct
a perceived environment. The information will
impact both current and future behaviors of
spectrum utilization. It requires the spectrum
allocation of the PUs to be relatively static and
predictable for the SUs. Therefore, no spectrum
protection or unanticipated secure dynamic
spectrum allocation would be possible. The
unprotected spectrum utilization of the PUs
allows the SUs as well as the attackers to manip-
ulate the spectrum utilization of any PU and
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conduct spoofing attacks. In addition, both the
attackers and the legitimate users can also
manipulate the spectrum so that the malicious
activities can be justified as erroneous due to
inaccurate spectrum analyzing, and therefore,
will not be punished.

Denial-of-Service (DoS) Attack — The unprotected
spectrum utilization allows the SUs and the
attackers to be able to distinguish the spectrum
usage of each individual user. The attackers can
jam any PU and perform DoS attacks due to the
lack of authentication and access control mecha-
nisms of local observers. It is true that virtually
any wireless system is vulnerable to brute force
DoS attacks through jamming. However, without
protective spectrum allocation mechanisms in
place, in cognitive radio, it can be trivial and
extremely easy to jam any PU. The attacker can
also adaptively occupy all the white spectrum
based on spectrum analysis so that no other SUs
can be accommodated.

Security and Privacy Compromise of the PUs — The
requirement for cognitive radio to work is based
on knowledge of the spectrum utilization of the
PUs and also the SUs. This requires the spec-
trum usage of the PUs and SUs to be unprotect-
ed so that other SUs can perform spectrum
sensing and analysis. In addition, to improve the
spectrum usage efficiency, the spectrum alloca-
tion should follow a model that can be easy for
the SUs to reuse the spectrum holes. These
requirements are against the fundamental securi-
ty principles and constitute a major privacy vio-
lation of the PUs in particular. In a cognitive
radio environment, it is very challenging to regu-
late the identities of the SUs while enforcing
spectrum security, and therefore, the PU privacy.

Spectral Inefficiency Due to Traffic Collisions — The
current cognitive radio is analogous to flying an
aircraft without relying on the air traffic con-
trollers. Traffic collisions can happen between a
PU and an SU, or between the SUs, regardless
of the technology of spectrum analysis and sen-
sor technologies, including, for example, some
recently proposed spectrum sensing technologies
[4]. In cognitive radio, ideally, when the frequen-
cy band is reclaimed by a PU, the SU(s) should
evacuate immediately and move to other avail-
able spectrum holes for further transmission.
However, without effective network control, the
return of the PU cannot be fully predicted by
the SU, and traffic collisions between the PU
and the SU are therefore inevitable.

For the SU, there is no guarantee that anoth-
er spectrum hole can be accessed by the SU for
smooth transmission. When there are multiple
active SUs in the system, the contention among
the SUs also leads to traffic collisions. Traffic
collisions can cause transmission failures for both
PUs and SUs, limit the spectral efficiency, and for-
mulate a bottleneck for system capacity improve-
ment.

High Cost of Terminals — In cognitive radio, every
individual terminal needs to perform continuous
spectrum sensing, and be able to adapt to the
unpredictable, ever changing environment. These

Backbone

LRFM: Local radio frequency management
NUMC: Network user management center
PU: Primary user

SU: Secondary user

DBS: Dynamic base station

Figure 1. Architecture of the proposed cognitive networks.

operations require expensive hardware and soft-
ware, which implies that the cost of each radio
terminal will be high. Furthermore, continuous
spectrum sensing and real-time decision making
at every terminal cause significant resource
waste, which is against the fundamental design
criterion of modern wireless networks.

OUR PROPOSED APPROACH:
COGNITIVE NETWORKS

Based on the discussions above, we can see that
even with empowered cognitive radios, there is
still an obliged and urgent need for centralized
network management. Allowing the radio devices
to modify user services and reconfigure RF
parameters can raise serious efficiency and secu-
rity concerns for PUs, operators, and regulators.
Therefore, mandatory network control has to be
enforced. Motivated by these observations, in
this research, we introduce the concept and
architecture of cognitive networks.

By cognitive network, we mean an intelligent
wireless system that can collect and analyze the
current network conditions, and then make real-
time changes to network operating parameters
(e.g., modulation scheme, carrier frequencies,
coding schemes, and security mechanisms) for
optimal network performance. The overall goal
is to ensure spectrally efficient and secure infor-
mation exchange among versatile wireless
devices, including both the legacy devices and
the powerful software-defined radios (SDRs).

SYSTEM ARCHITECTURE

The proposed system architecture of a cognitive
network is shown in Fig. 1. The main objectives
of the proposed architecture are:
» To increase spectral efficiency and system reli-
ability through collision-free spectrum sharing.
* To reconcile the conflict between spectrum
reuse and communication security in wireless
networks.
* To reinforce the system flexibility and scalabil-
ity through dynamic BS deployment.
In the new architecture, we allow coexistence
of fixed and dynamic BSs and introduce the con-
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Dynamic BSs, such
as vehicle mounted
BSs, are connected
with the LRFM
through the airlink,
and can easily be
relocated based on
the change of user
population or traffic
distribution. This
architecture can be
particularly useful in
emerging scenarios.

cepts of Local Radio Frequency Management
(LRFM) center and Network User Management
Center (NUMC). All the users, both PUs and
SUs, register with the NUMC to become autho-
rized users. In wireless systems, one spectrum
reuse region may contain one or more cells, and
is generally referred to as a cluster. An LRFM is
attached to each cluster. The LRFM is responsi-
ble for continuous spectrum sensing, and dynam-
ic resource allocation for collision-free spectrum
sharing among all the users within the cluster.
Network management tasks, such as user authen-
tication, access control, handover and account-
ing, are conducted by the NUMC, with assistance
of the LRFM. While increasing spectrum effi-
ciency and protecting the privacy of the PUs,
this architecture also allows the SUs to use more
feasible and cost efficient devices since they are
no longer required to perform continuous spec-
trum-sensing. Moreover, the system flexibility
and scalability are increased significantly by
introducing vehicle mounted dynamic BSs into
the fixed infrastructure.

In the following, we will explain how the sys-
tem works within each cluster, and how the clus-
ters are connected into a network.

e First, the subscribers register with the sys-
tem through the NUMC. In reality, the system
generally has some fixed PUs, like those involved
in TV/radio broadcasting and public safety sys-
tems. All the other users access the network in a
random manner. An authorized user can request
PU service or SU service based on the user’s
need and resource availability at each communi-
cation event. PUs will be granted higher priority
and higher Quality of Service (QoS), at a higher
service cost. For a time sensitive signal, like a
phone conversation, the user can claim itself as a
PU. While for a less time sensitive and short
delay tolerable signal, like transmitting a short
message or email, the user can claim itself as an
SU to get a better price deal.

*QoS for PUs will be divided into different
levels, with a minimum information rate guaran-
tee for all the PUs. PUs have higher priority for
all the unassigned frequency bands. At the same
time, the system can still support a considerable
number of SUs due to the wide existence of
spectrum holes or under-utilization.

*Spectrum allocation for all the users (includ-
ing both PUs and SUs) within a cluster is man-
aged by the LRFM attached to the BSs.
Spectrum sensing of the PUs will be performed
by the LRFM, and the detected spectrum holes
are distributed among the SUs. Note that the
LRFM can be equipped with advanced receivers
and strong data processor and controller, and it
also has the real-time information of the fre-
quency band occupied by each PU. The LRFM
can perform much more accurate spectrum sens-
ing and highly efficient dynamic resource alloca-
tion. As a result, transmission collisions can be
completely resolved, and each user terminal no
longer suffers from the burden of continuous
spectrum sensing and access frequency selection.

*When the user is moving from one cluster
to another cluster, it will be handed over to the
LRFM in the new cluster through the NUMC.
The NUMC is also responsible for other net-
work management tasks, including user authenti-

cation, access control, and accounting (for billing
and record tracking purpose) etc.

Finally, we would like to point out that in
addition to supporting dynamic resource manage-
ment through network centric spectrum sensing
and heterogeneous radio transmission, a major
difference between the proposed architecture and
the conventional centralized network is the coex-
istence of fixed BSs and dynamic BSs. Dynamic
BSs, such as vehicle mounted BSs, are connected
with the LRFM through the airlink, and can easi-
ly be relocated based on the change of user popu-
lation or traffic distribution. This architecture can
be particularly useful in emerging scenarios.

DYNAMIC RESOURCE MANAGEMENT

Dynamic resource management for heteroge-
neous cognitive networks faces the coexistence
of PUs and SUs, legacy mobiles and SDRs, fixed
BSs and dynamic BSs, and various interferences,
including hostile interference. In this article, we
focus on spectrum management other than com-
puting resource management.

MAJOR CHALLENGES

The study of cognitive radios has been focused
on cooperative resource management through
information exchange between the neighboring
nodes. Due to the lack of network control,
resource management tends to be difficult, com-
plex, and inefficient. Moreover, the system effi-
ciency and security may be further threatened
because of selfish or hostile behaviors from mali-
cious users. For a centralized network, the com-
mon radio resource management (CRRM)
problem has been proposed under the 3GPP
framework, and studied as a platform for coordi-
nation between heterogeneous components. The
problem has also been studied based on the

Fractional Brownian Motion [5], the Fractional

Stable Motion, the theory of effective band-

width, as well as traffic prediction techniques.

For dynamic resource management based on
the proposed architecture, the major challenges
lie in that:

e In addition to handling the coordination
between PUs and SUs, legacy mobiles and
SDRs, we have to cope with the coexistence
of both fixed and dynamic BSs. While dynam-
ic BSs introduce more flexibility into system
design, they also raise significant challenges in
resource management.

* We take both system induced interference and
hostile jamming interference into considera-
tion. When diversity based anti-interference/
interception techniques are involved, resource
management becomes much more difficult
due to the requirement on frequency diversity
and routing diversity.

In addition, practical parameters like service
level, security requirement, operable frequency
range, and data rate, etc., should also be taken
into account through analytical modeling and
analysis.

GENERAL PROTOCOLS

Note that each cluster has a LRFM, which is
responsible for spectrum allocation of all the
PUs and SUs in the cluster. Within each cluster,
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the total available spectrum generally contains
numerous frequency bands and services. For
maximum spectral efficiency, we will rely on net-
work-controlled software-defined radio (NC-
SDR). The frequency shift and transmission rate
variation of the mobile set are invoked or con-
trolled by the LRFM. For a rather long period,
there will be coexistence of NC-SDRs and legacy
devices that can only be used at a fixed frequen-
cy band. Generally, legacy devices can only be
registered as PUs due to the lack of flexibility,
since SUs must be able to shift from band to
band and allow variable transmission rates. The
NC-SDRs are coordinated with the legacy
devices for maximum frequency utilization
according to the following rules:

NC-SDRs versus legacy devices: When a new
user enters the system, the LRFM will first
determine whether it is an NC-SDR or a legacy
device. If it is an NC-SDR, the LFRM will assign
it to the band with the lightest traffic load. If it is
a legacy device, the LFRM has to assign it to its
designed working band, and move the NC-SDRs
to other bands if necessary. In practice, for maxi-
mum system capacity, telecommunication carri-
ers often provide free upgraded mobile devices
to the users to get rid of legacy mobiles.

PUs versus SUs: PUs have higher priority on
unassigned bands over the SUs. Partially
assigned bands are mainly assigned to SUs; a PU
will be put on partially assigned bands only if the
minimum required transmission rate can be
guaranteed for the PU. Except for the fixed
group of PUs (like TV and radio stations), a pri-
mary service request would be accepted only
when the requested transmission rate can be
ensured by the system; otherwise the user must
be registered as an SU.

NETWORK CAPACITY EVALUATION AND
CLUSTER SiZE CONTROL

We first estimate the network capacity from an
information theoretic point of view, and then
convert it to the capacity in terms of the number
of users that can be supported by the system
under a required QoS.

Based on Shannon’s channel capacity theory,
for an ideal additive white Gaussian noise
(AWGN) channel (that is, a flat fading channel)
of bandwidth B Hz, the channel capacity can be
calculated as:

C = Blogy(1 + SNR) bits/sec,

where SNR is the signal-to-noise ratio. In wire-
less communications, due to the effect of multi-
path propagation, different frequency
components of the transmitted signal generally
experience different fading effects. In other
words, we have to deal with non-ideal frequency
selective channels, and we need to extend the
results for the ideal channel to frequency selec-
tive channels. To do this, we divide the band-
width into small bins of width Af, where Af is
small enough that the channel transfer function
is approximately constant over a range of Af (see
Fig. 2).

Let H(2nf) denote the channel transfer func-
tion. Consider one of these subbands centered at

Input
X0 —»(%)—» Ideal BPF
H (2rfy) Center f,
channel gain bandwidth Af

Ty

N (t)
noise

Output
Y (t)

Figure 2. Channel model for capacity calculation.

frequency f; this subband is characterized with a
flat gain of H(2nf;). At the same time, the addi-
tive noise can be considered to be white over the
subband, assuming the noise power spectral den-
sity is Sy(2nfy). Suppose that there is a con-
straint on the average transmit power E[X%(f)] =
Py, and let Sx(2nf) be an appropriate input power
spectrum that meets this constraint, then the
capacity of this subchannel is given by

CQ2rfy)=
2
Aflog, [ Sx@rf)HORfo) ]b/s.

Sy (27 fy)

The total capacity is then the sum of the sub-
channel capacities, which becomes an integral in
the limit of Af — 0,

C= ]?logz [1+

0

SxyQrhHHCRf)
SyQrf)

]df bls.

Based on this result, we can evaluate the net-
work capacity for various multiple access sys-
tems, including hybrid TD-FDMA, CDMA, and
OFDMA. The underlying argument is based on
the trunking theory: the spectral efficiency of the
network will be increased significantly as the
number of available channels increases. The
capacity region needs to be further examined by
taking packet transmission into consideration,
since every time a transmission failed, the whole
packet will be retransmitted. The position of the
users in the cell should also be considered for
capacity evaluation, as the signal power fades
significantly as the mobile travels farther from
the BS.

Once the network capacity is evaluated, the
total number of users that can be supported will
be estimated under the required QoS, including
data rate, the probability that a call is blocked,
and the average delay for queued calls. With
these results, cluster size control or the frequen-
cy reuse spectrum management plan can be car-
ried out through appropriate transmit power
adjustment.

EQuAL AVERAGE LOAD CRITERION

In the proposed cognitive network architecture,
the LRFM is spectrum aware. It maintains a
real-time spectrum usage distribution for all the
frequency bands (an example is shown in Fig. 3).
The spectrum is divided into three categories:
white spectrum, gray spectrum, and black spec-
trum. White spectrum denotes the spectrum that
is unassigned, or not allocated to any users; gray

IEEE Wireless Communications ¢ August 2012

85




ngp

fnq T Frequency

Figure 3. Relative traffic load.

spectrum denotes the spectrum that is assigned
to a user (generally a PU), but is not fully uti-
lized; black spectrum denotes the spectrum that
is fully occupied and utilized by a PU. For
numerical characterization, we introduce the
concept of relative traffic load, which is defined
as:

fln = Active traffic over the band
R=

Total band capacity

Clearly, 0 < ng < 1, ng = 0 for white spectrum,
ng = 1 for black spectrum. ng is measured in
Erlangs. In order to optimize the system perfor-
mance, we propose to distribute the traffic uni-
formly among all the available bands based on
the water-pouring criterion, so that a constant
average load is maintained over different bands.
We name it as the equal average load criterion.
The realization of this criterion needs to be
investigated jointly with dynamic user assign-
ment based on the corresponding multiple access
schemes and channel state information.

DYNAMIC USER ASSIGNMENT BASED ON
CHANNEL STATE INFORMATION

For a passband channel centered at f with band-
width BHz, if the channel transfer function is
H(2xf), then the channel capacity is given by

B/2
c= [ log,
—-B/2
SyQa(f + ) HCxf + f))
SyQa(f+ fo))

1+ df bis.

We can see that if the signal power spectral den-
sity Sx(2nf) and noise power spectral density
Sn(2nf) are fixed, a larger H(2nf) will result in a
larger capacity. That is, when more than one
user (assuming the same priority) are considered
for a particular band, the user with the strongest
channel gain should be chosen for transmission.
This problem becomes NP-complete when there
are numerous users and a large amount of avail-
able channels. Some interesting research issues
include:

e Design of suboptimal but less complex solu-
tions for a fixed system with M users and N
channels.

* Study the scenario that the users in the system
come and go following a Poisson distribution
and explore how the system should react to
the changes in the user population.

DYNAMIC BASE STATION DEPLOYMENT

In emergency scenarios, the user population and
the traffic flow in a particular area can change
dramatically. Communications based on fixed
infrastructure may become invalid due to severe
traffic congestion and possible damage or dis-
ability of fixed BSs; in this case, dynamic BS
deployment is particularly important.

The dispatch or deployment of dynamic BSs
can be studied from the following research
aspects:

* Dynamic cluster size control: Once the traffic
request in a cluster is beyond the network
capacity, new BSs should be deployed to split
the original cluster into subclusters.

* Maximum coverage: When the number of
dynamic BSs is fixed, optimum organization
and relocation of the BSs should maximize the
coverage and overall network throughput.

e Anti-interference and anti-interception: In the
case when hostile interference is a threat, the
careful deployment of dynamic BSs can provide
sufficient routing diversity to ensure robust com-
munication under hostile environment. More-
over, it also allows anonymous routing and
protects the identities of source destination pairs.

ANTI-INTERFERENCE /INTERCEPTION
SYSTEM DESIGN THROUGH
MULTI-LAYER DIVERSITY

Two major threats to reliable transmission in cog-
nitive networks are interference and unauthorized
interception/detection. There are two kinds of
interference in wireless networks: self interference
caused by the system, and hostile intentional jam-
ming interference launched by adversaries. Exist-
ing anti-interference and anti-interception systems,
including CDMA systems and frequency hopping
systems, rely heavily on rich time-frequency diver-
sity over large spectrum. Mainly limited by mul-
tiuser interference and/or collision effects, the
spectral efficiency of existing anti-interference and
anti-interception systems are very low due to inef-
ficient use of the large bandwidth. In conventional
FH systems, for example, each user hops indepen-
dently based on its own PN sequence; a collision
occurs whenever two users transmit over the same
frequency band. When there is a collision, it is
reasonable to assume that the bit-error-rate
becomes 50 percent. Mainly limited by the colli-
sion effect, the spectral efficiency of conventional
FH systems is very low.

While existing systems work reasonably well
for voice centric communications, which only
requires relatively narrow bandwidth, their low
spectral efficiency can no longer provide sufficient
capacity for today’s high speed multimedia wire-
less services, and the problem becomes even more
complex when multi-hop is involved in the trans-
mission process. The major challenges here are:
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* How to design cognitive systems that are high-
ly efficient and at the same time have excel-
lent anti-interference/interception features?

* How to ensure robust multi-hop communica-
tion under a hostile environment?

ANTI-INTERFERENCE SYSTEM DESIGN WITH
ROUTING DIVERSITY

FH achieves jamming resistance through fre-
quency diversity. Motivated by the observation
that the efficiency of conventional FH is mainly
limited by the collision effect, we propose a net-
work centric collision-free frequency hopping
scheme based on the secure carrier assignment
algorithm. The proposed secure subcarrier
assignment algorithm is based on the advanced
encryption standard (AES) [6] to ensure that:

* Each user hops to a different set of subcarriers
in a pseudo-random manner at the beginning
of each hopping period.

* At each hopping period, different users always
transmit on non-overlapping sets of subcarri-
ers and hence are collision-free.

To further improve the spectral efficiency
and enhance the anti-interference property, we
considered space-time coded collision-free fre-
quency hopping based on the orthogonal fre-
quency division multiple access (OFDMA)
framework. We have shown that for frequency
selective fading channels, the efficiency of the pro-
posed CFFH system can be more than 10 times
higher than that of the conventional FH [7]. In
addition to PHY jamming resistance techniques,
we now propose to combat random jamming
through routing diversity.

Consider an example where a message needs
to be sent from node S to node D through three
hops (see Fig. 4). If there are only two nodes,
Al and B1, between S and D, then there is only
one routing path. If we add two more relay
nodes, say A2 and B2, there will be four paths if
the message has to be sent in three hops, six
paths for the message to be sent in four hops,
and two more paths for the message to be sent
in five hops. Altogether, there are 12 different
routing paths if the message is allowed to be
sent in up to five hops.

ANTI-INTERFERENCE / INTERCEPTION THROUGH
ROUTING ANONYMITY

While routing diversity can maximize the possi-
bility for successful message transmission, it also
induces high overhead and may not be feasible
for resource constrained environments. An alter-
native approach is to maximize the probability of
successful message transmission, while minimiz-
ing the communication overhead through rout-
ing anonymity based anti-interference/
interception techniques. This is achieved by
making the active routing path indistinguishable
from all the possible routing paths to the adver-
sary. When multiple routing paths are available,
the adversary is unable to determine the active
routing path and the active message packets. In
this case, unless the adversary launches interfer-
ence or jamming over all the routing paths, com-
munications may still be conducted free of
interference. As an example, in Fig. 4, between

Az B;

Figure 4. Routing diversity.

node § and node D, there are many possible

routing paths. If the adversary tries to intercept

in the route S <> 4, <> B, <> D, the communica-
tions between S and D can still be continued

through one of the routing paths from S <> A,

B oD, So A< By D, and S & Ay &

Bl < D.

Anonymous communication can also be
achieved through anonymous authentication [8]
between two parties in the sense that each party
only reveals its group membership to the other
party in the same group, while no other parties
are able to recognize information about the
communications between these two parties.

We assume there is an administrator who
assigns each/partyA a set of pseudonyms N, =
{id{, ---, id{¢'}, and a correspondlng secret set Sy
= {g‘Gh(ldlA) gYGh(ld )}, where T is a large
security parameter, s¢ is the group’s secret and &
is a collision-resistant cryptographic hash func-
tion, mapping arbitrary inputs to fixed-length
outputs on Z,, €.g., SHA-1. The pseudonyms will
be dynamically selected and used to substitute
the real IDs in each communications. The anony-
mous authentication between 4 and B can be
perform through three steps:

* A randomly selects an unused pseudonym idd
and a random nonce Ny, then sends id/ and
N to user B.

* B randomly selects an unused pseudonym id?
and a random nonce N,, then sends 1d Ny,
and Vy = h(Kpy | lid{' |l i 5| Lf\gl [IN, [ 10) to user
A, where Kgy = g‘Gh(ld ) h(id7”) mod p.

« A sends Vi = h(Kypllidd ||5§1, HN [N, [11) to
user B, where Kp = gGh(id) g )modp

Since \Kpy = gSGh(‘d ) h(‘d ) mod p =
gsGh(id) Py nidfh) mod p = Ky, A can verify V) by
checking whether Vo
h(K4p | lidf | |1dB | IV TIN5 [10). If the Verlflcatlon
succeeds, thenA knows that B is an authentic
group peer. Similarly, B can verlfyA by checking
whether V| = h(Kpy [lidd ||1d [Ny 1IN | |1) This
means that party 4 and party B can know each
other’s group membership only if they both
belong to the same group.

SECURITY OF THE
PrROPOSED COGNITIVE NETWORKS

The security of the cognitive networks become
very typical and much easier to address. Many
existing security techniques can be easily adapt-
ed. The multiple access techniques, such as
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In addition to
dynamic spectrum
assignment, the
combination of multi-
loyer diversity, rout-
ing diversity, and
anonymity make it
very difficult for
adversaries fo link
spectrum allocations
of each end user
based on the inter-
cepted information
over the air.

TD-FDMA, CDMA, and OFDMA [9], can be
used in the network for spectrum allocation.
Each multiple access technique will result in a
different spectrum sharing algorithm and proto-
col. When the frequency-hopping (FH) tech-
nique is involved for security purposes, spectrum
allocation will be more dynamic and challenging.
In fact, in a FH system, each user will hop to a
different frequency band(s) after a hopping peri-
od. The hopping period is comparable with the
symbol period in slow hopping systems, and it is
smaller than the symbol period in fast hopping
systems.

While eliminating communication collision
and increasing spectrum efficiency, dynamic spec-
trum allocation can also effectively prevent the
adversaries from tracking the spectral usage and
perform traffic analysis of each individual user.
In this way, the spectral usage information of
both the PUs and SUs can be entirely controlled
by the LRFM; therefore, the communication pri-
vacy of both the PUs and the SUs can be guaran-
teed. The spectrum privacy of each end user can
also prevent DoS attacks and spectrum manipu-
lation of any users since the end user spectrum
will no longer be available to the adversaries.

In addition to dynamic spectrum assignment,
the combination of the aforementioned multi-
layer diversity, routing diversity, and anonymity
make it very difficult for adversaries to link spec-
trum allocations of each end user based on the
intercepted information over the air. Through
efficient anonymous authentication schemes, the
recovery of the end user information from the
intercepted communication over the air can be
made computationally infeasible.

CONCLUSION

In this article, we first analyzed the limitations of
the current cognitive radio networks. We then
delineated the open issues that cannot be easily
resolved in the cognitive radios. These issues
include serious security fragility, inevitable traffic
collision, low spectrum efficiency, and expensive
individual user cost, etc. Next, we proposed a sys-
tem architecture of cognitive networks, which is
an intelligent wireless system that can collect and
analyze the current network conditions and then
make real time changes to network operating
parameters for optimal network performance. We
described the anti-interference/ interception sys-
tem design techniques through multi-layer diversi-
ty to increase security and prevent DoS attacks of
the individual users. We also presented dynamic
resource management techniques to increase the
network performance of the proposed architec-
ture. We hope this article will open up an alterna-
tive approach to tackle the spectrum shortage
problem and find the silver lining of the cloud.
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