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“On fait la science avec des faits, comme on fait une maison avec des pierres : mais une

accumulation de faits n’est pas plus une science qu’un tas de pierres n’est une maison.”

Henri Poincaré
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Resumo

As Contratações Públicas (CP) representam uma parcela significativa dos gastos gover-
namentais e permanecem altamente vulneráveis a fraudes, corrupção e outras irregulari-
dades. Embora os avanços em Inteligência Artificial (IA) e Dados Governamentais Abertos
(DGA) tenham criado novas oportunidades para apoiar atividades de fiscalização, os estu-
dos existentes enfatizam predominantemente técnicas analíticas isoladas, negligenciando
as condições mais amplas de dados, organizacionais, de governança e éticas necessárias
para sua adoção eficaz na auditoria pública. Esta tese visa projetar e avaliar um modelo
de referência para a análise de risco de fraude em CP orientada por dados, integrando per-
spectivas analíticas, sociotécnicas, de governança e éticas em uma abordagem unificada
de apoio à decisão. Em vez de focar na detecção automatizada de fraudes, o modelo pro-
posto auxilia auditores na identificação, priorização e investigação de indicadores de risco
de fraude por meio de processos analíticos transparentes e responsáveis. A pesquisa segue
o paradigma da Design Science Research, combinando revisões sistemáticas da literatura,
entrevistas com especialistas, estudos empíricos quantitativos e qualitativos e a avaliação
de artefatos. A pesquisa inclui: (i) uma avaliação comparativa dos ecossistemas de DGA
de contratações públicas no Brasil, nos Países Baixos e na União Europeia, utilizando
métricas quantitativas de qualidade de dados e análise sociotécnica; (ii) a construção de
um catálogo de indicadores de risco de fraude apoiado por conjuntos de dados governa-
mentais heterogêneos; (iii) o projeto de um modelo de referência em camadas, compreen-
dendo as camadas de Dados, Motor Analítico, Decisão, Ética, Proveniência, Governança
e Segurança, e Avaliação e Refinamento; e (iv) o desenvolvimento e a avaliação de um
protótipo utilizando dados de contratações públicas brasileiras com auditores públicos.
Os resultados demonstram que uma análise eficaz de risco de fraude depende não ape-
nas de modelos de IA, mas também da disponibilidade de dados interoperáveis e de alta
qualidade, de governança institucional, supervisão humana, explicabilidade, proveniência
e mecanismos de avaliação contínua. A análise comparativa mostra, ainda, que a quali-
dade dos dados por si só não determina a capacidade analítica, a qual também emerge
de condições legais, organizacionais e culturais que moldam os ecossistemas de dados de
contratações públicas. O modelo de referência proposto foi avaliado positivamente por
auditores públicos e demonstrou sua capacidade de apoiar a priorização e a interpretação
de indicadores de risco de fraude, preservando a autoridade humana na tomada de de-
cisões. Esta tese contribui para a pesquisa em Sistemas de Informação e Governo Digital
ao fornecer um modelo de referência sociotécnico que integra infraestruturas de dados,
inteligência analítica, mecanismos de governança e princípios éticos em uma arquitetura
unificada para a análise de risco de fraude em CP. Do ponto de vista prático, oferece
às organizações públicas uma base estruturada para o desenvolvimento de sistemas de
auditoria confiáveis apoiados por IA, que promovem a transparência, a responsabilidade
e a tomada de decisões baseada em evidências.
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Abstract

Public procurement (PP) accounts for a substantial share of government expenditure and
remains highly vulnerable to fraud, corruption, and other irregularities. Although ad-
vances in artificial intelligence (AI) and Open Government Data (OGD) have created
new opportunities for supporting oversight activities, existing studies predominantly em-
phasize isolated analytical techniques while overlooking the broader data, organizational,
governance, and ethical conditions required for their effective adoption in public audit-
ing. This thesis aims to design and evaluate a reference model for data-driven fraud risk
analysis in PP that integrates analytical, socio-technical, governance, and ethical perspec-
tives into a unified decision-support approach. Rather than focusing on automated fraud
detection, the proposed model supports auditors in identifying, prioritizing, and inves-
tigating fraud risk indicators through transparent and accountable analytical processes.
The research follows the Design Science Research paradigm, combining systematic lit-
erature reviews, expert interviews, quantitative and qualitative empirical studies, and
artifact evaluation. The research includes (i) a comparative assessment of procurement
OGD ecosystems in Brazil, the Netherlands, and the European Union through quantita-
tive data quality metrics and socio-technical analysis; (ii) the construction of a catalog of
fraud risk indicators supported by heterogeneous government datasets; (iii) the design of
a layered Reference Model comprising Data, Engine, Decision, Ethical, Provenance, Gov-
ernance and Security, and Evaluation and Refinement layers; and (iv) the development
and evaluation of a prototype using Brazilian procurement data with public auditors. The
results demonstrate that effective fraud risk analysis depends not only on AI models but
also on the availability of interoperable and high-quality data, institutional governance,
human oversight, explainability, provenance, and continuous evaluation mechanisms. The
comparative analysis further shows that data quality alone does not determine analytical
capability, which also emerges from legal, organizational, and cultural conditions shaping
procurement data ecosystems. The proposed reference model was positively evaluated by
public auditors and demonstrated its ability to support the prioritization and interpre-
tation of fraud risk indicators while preserving human decision-making authority. This
thesis contributes to Information Systems and Digital Government research by providing
a sociotechnical reference model that integrates data infrastructures, analytical intelli-
gence, governance mechanisms, and ethical principles into a unified architecture for fraud
risk analysis in PP. From a practical perspective, it offers public organizations a struc-
tured foundation for developing trustworthy AI-supported auditing systems that enhance
transparency, accountability, and evidence-based decision-making.

Keywords: Digital Government, Public Procurement, Design Science Research, Open
Government Data, Risk Indicators
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Chapter 1

Introduction

Public procurement (PP) is an essential activity for the functioning of the state, enabling

the acquisition of goods, services and works necessary for the implementation of public

policies and the provision of services to the population (THAI, 2001). In practically

all spheres of government, federal, state and municipal, the contracting processes move

signi�cant volumes of �nancial resources, accounting for a signi�cant portion of the public

budget (GAVUROVA; TUƒEK; KOVÁƒ, 2019). As illustrated in Figure 1.1, govern-

ment spending as a share of Gross Domestic Product (GDP) consistently exceeds 40%

in countries like Brazil, Germany and the United Kingdom, highlighting the economic

magnitude of public expenditure and the need for rigorous oversight. In addition to the

direct economic impact, PP exerts an in�uence on strategic sectors of society, such as

health, education, infrastructure and security. Thus, the e�ciency, transparency and

integrity of these contracts are fundamental elements not only for the good use of pub-

lic resources (KUMAR; NAIR; PIECHA, 2015), but also for guaranteeing rights and

promoting society's trust in democratic institutions (ACHUA, 2011).
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Figure 1.1: Government spending as a share of GDP. Extracted from Our World in Data

Despite their importance, PP are often the target of fraudulent practices that compro-

mise the integrity and e�ectiveness of public management (RUSTIARINI; NURKHOLIS;

ANDAYANI, 2019). Frauds such as overpricing, bid rigging, collusion between suppliers

and improper ties between companies and public agents generate substantial �nancial

losses for the state, diverting resources that should be applied for the bene�t of society

(SANTOS; SOUZA, 2016). In addition to the economic impact, these practices distort

competition between market participants, discourage the participation of reputable sup-

pliers and favor the perpetuation of corruption networks (SIROREI, 2018). Ultimately,

the recurrence of fraud in PP undermines the public's trust in government institutions and

weakens the pillars of democracy and social justice (ANDERSON; JONES; KOVACIC,

2024).

Historically, fraud detection in PP has been carried out through manual audits, sample

analysis and investigations based on complaints or speci�c indications (BRANDÃO et al.,

2024). Although these methods play an important role in institutional control, they have

signi�cant limitations in view of the increasing complexity and volume of data involved

in contracting processes. The diversity of formats, the decentralization of systems and



1 Introduction 3

the high frequency of transactions make exhaustive analysis by human teams unfeasible,

which results in low preventive and reactive reach (SANTOS; SOUZA, 2016). In addition,

approaches based exclusively on human expertise may be subject to cognitive biases,

di�culties in standardization and delays in identifying irregularities, allowing fraudulent

schemes to perpetuate themselves over time without proper confrontation.

From this perspective, fraud risk analysis can be understood as the process of identi-

fying, assessing, and interpreting potential indicators, conditions, and patterns associated

with fraudulent behavior before fraud is formally con�rmed (POWER, 2013). Rather

than focusing exclusively on con�rmed fraud events, fraud risk analysis emphasizes the

proactive evaluation of signals and vulnerabilities that may indicate elevated risks within

organizational and operational processes.

In this context, the application of Arti�cial Intelligence (AI) techniques, especially

those based on Machine Learning (ML), has proven to be a promising alternative for

improving fraud detection mechanisms in PP (ALDANA; FALCÓN-CORTÉS; LAR-

RALDE, 2022; RODRÍGUEZ et al., 2022). Unlike traditional methods, AI models are

capable of analyzing large volumes of data in an automated manner, identifying complex

patterns and anomalies that could go unnoticed by human analysis (NAI; SULIS; MEO,

et al., 2022). By learning from historical data, these solutions can point out atypical

behaviors, such as rotation of winning companies (BAROT, 2024), unusual price varia-

tions (AMIRUDDIN et al., 2024) and hidden connections between suppliers and public

managers (ANDERSSON; ARBIN; ROSENQVIST, 2025). This intelligent screening

capacity expands the scope and agility of control actions, allowing preventive action and

more e�cient allocation of audit resources.

Although the application of AI brings signi�cant potential for improving the detec-

tion of irregularities in PP, it also raises important ethical concerns, particularly when

implemented in sensitive government contexts (MURIKAH; NTHENGE; MUSYOKA,

2024). One of the main challenges lies in the lack of transparency of many AI models,

especially those based on complex ML architectures often referred to as �black boxes�

(“AHIN; ARSLAN; ÖZDEMIR, 2024). These models can produce decisions that are

di�cult to interpret, hindering the ability of public agents, auditors, and even a�ected

companies to understand or contest automated outcomes. Additionally, algorithmic bias

(resulting from imbalanced or unrepresentative training data) can lead to unfair classi-

�cations (MODRU’AN; RABUZIN; MR’IC, 2021). The absence of clear mechanisms

for human oversight and accountability in AI driven processes exacerbates these issues,
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undermining public trust and con�icting with the principles of legality, due process, and

social control that underpin public administration.

Much of the current research and practical applications of AI in fraud detection have

prioritized technical aspects such as accuracy, precision, and scalability of predictive mod-

els (BAROT, 2024; NAI; SULIS; MEO, et al., 2022). While these metrics are undoubtedly

important for evaluating the performance of algorithms, this emphasis often comes at the

expense of equally critical aspects, such as interpretability, explainability, and human au-

tonomy in decision making. Many models are deployed without mechanisms that allow

users, especially those in control and oversight roles to understand the rationale behind

predictions or recommendations (HICKOK, 2024). In contexts like PP, where decisions

can directly a�ect the reputation and rights of individuals and organizations, the inability

to trace or justify algorithmic outputs is a signi�cant limitation. Moreover, by disregard-

ing the need for human in the loop approaches, many systems risk automating complex

judgments without su�cient context or oversight, thereby amplifying the risks of error,

bias, and injustice in public governance.

PP exhibit considerable variation across countries, shaped by distinct legal frame-

works, administrative structures, and levels of digital maturity (CONCHA et al., 2012).

This heterogeneity poses a signi�cant challenge to the development of universally appli-

cable fraud detection systems, as technical solutions must account for contextual speci-

�cities in data availability, institutional capacity, and regulatory environments. While

certain nations operate under centralized and highly digitized procurement platforms,

others maintain fragmented systems with varying degrees of transparency and standard-

ization. A common trend, however, is the progressive dissemination of Open Government

Data (OGD), which creates new opportunities for the application of AI in public over-

sight (SUSAR; AQUARO, 2019). In this regard, Brazil stands out as a country that,

despite its decentralized and complex procurement ecosystem, has advanced considerably

in transparency initiatives, o�ering a rich set of public data through platforms such as the

Transparency Portal1, the National Public Procurement Portal (PNCP) 2, among others.

These conditions make the Brazilian case particularly relevant for exploring the poten-

tials and limitations of AI based approaches in fraud detection within PP. In addition

to these equally critical aspects, provenance is essential for tracing the origin and trans-

formations of data and analytical outputs throughout the analysis process (SIMMHAN;

PLALE; GANNON, et al., 2005). In fraud risk analysis, it enables auditors to trace

1https://portaldatransparencia.gov.br/
2https://www.gov.br/pncp/pt-br
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risk signals back to the analytical procedures and underlying data from which they were

derived, supporting inspection, reproducibility, and auditability (SAMPAIO; BERNAR-

DINI; VITERBO, et al., 2026).

In the context of PP fraud detection, risk indicators commonly referred to as red

�ags play a crucial role in identifying atypical patterns and guiding investigative e�orts

(BAROT, 2024). These indicators are based on characteristics or behaviors that devi-

ate from expected norms and may signal irregularities, such as repeated awards to the

same supplier (HORNE; VENTER; LOCHNER, 2018), unusually short bidding peri-

ods (MODRU’AN; RABUZIN; MR’IC, 2021), or price deviations in similar contracts

(TÁTRAI; NÉMETH, 2018). Unlike opaque algorithmic outputs, red �ags are generally

constructed to be interpretable, o�ering a bridge between automated analysis and hu-

man judgment. They allow auditors, analysts, and oversight bodies to prioritize cases

for deeper investigation, facilitating a more e�cient allocation of resources. Moreover,

red �ags can be derived from domain knowledge and empirical evidence, making them

adaptable to speci�c legal, institutional, and cultural contexts (MILANI, 2019). When

integrated with AI models, they can enhance transparency, foster explainability, and in-

crease the overall trustworthiness of fraud detection systems in the public sector.

Given the risks associated with opaque and overly technical AI applications in sensi-

tive government contexts, it becomes imperative to promote an integrated approach that

combines analytical performance �+*- with ethical and institutional adequacy. Fraud

detection systems must not only be capable of identifying suspicious patterns but also

provide mechanisms that support transparency, accountability, and informed human over-

sight. However, much of the existing research addresses isolated aspects of this problem,

focusing either on speci�c analytical techniques, individual risk indicators, or particular

datasets, without o�ering a comprehensive perspective on how these elements can be sys-

tematically integrated into a coherent analytical framework. In practice, e�ective fraud

risk analysis in PP requires a broader perspective that connects data sources, analyti-

cal procedures, and decision support mechanisms while remaining adaptable to di�erent

institutional and technological contexts. A reference model provides such a structure

by de�ning the essential concepts, components, and relationships of a domain at an ab-

stract level, serving as a reusable basis for the development of context-speci�c solutions

(BECKER; DELFMANN; KNACKSTEDT, 2007) rather than prescribing a single im-

plementation. This includes the transformation of heterogeneous data sources, such as

OGD, into structured risk indicators, the application of analytical methods capable of gen-

erating actionable intelligence, and the integration of these outputs into decision support



1.1 Objective 6

environments that assist auditors and oversight bodies in their investigative processes.

Furthermore, such architectures must incorporate ethical and governance considerations

as cross cutting elements that permeate the entire analytical pipeline. It is precisely this

structural gap, between the availability of data, the generation of analytical insights, and

their e�ective use in decision support systems for public oversight, that this research seeks

to address.

1.1 Objective

The main objective of this thesis is to design, implement, and evaluate a reference model

for fraud risk analysis in PP. The proposed reference model comprises a core analytical

framework structured around data integration, analytical modeling, and decision support

layers combined with institutional components addressing ethical principles, governance

and security, and iterative evaluation and re�nement. Rather than emphasizing predictive

accuracy alone, the model integrates domain informed red �ags, explainable ML, and end

to end traceability mechanisms to ensure transparency, auditability, and human oversight.

By grounding the artifact in real procurement processes, structuring risk signals that

re�ect actual auditing practice, and embedding mechanisms that make analytical outputs

intelligible to oversight professionals, this thesis advances both the technical foundations

and the institutional legitimacy of AI assisted fraud risk analysis.

To achieve this objective, the research undertakes a sequence of interconnected stages:

(i) conducting two systematic literature reviews, one focused on AI based approaches to

fraud detection and another on red �ag based risk indicators in PP, in order to identify

technical, methodological, and governance-related gaps in the existing literature. Com-

plementing the insights derived from the literature, a series of semi-structured interviews

was conducted with Brazilian public auditors in order to capture practical perspectives

on fraud detection processes, commonly used analytical practices, and the operational

relevance of di�erent risk indicators. These interviews provided empirical grounding for

the design of the proposed framework and helped align the analytical components of the

model with real auditing practices. Building on these theoretical and empirical inputs, the

research then proceeds with (ii) the design of a reference model that integrates a core an-

alytical layer comprising data, engine, and decision layers with institutional components

addressing ethical principles, governance and security, and iterative evaluation and re�ne-

ment; (iii) the instantiation of the proposed reference model in real world procurement

contexts through the operationalization of its analytical and decision support components
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using OGD; and (iv) the evaluation of the reference model through qualitative analysis

and structured interaction with public auditors, including a comparative assessment be-

tween Brazil, European Union and the Netherlands to examine its analytical capability,

institutional alignment, and adaptability across distinct governance environments.

1.2 Methodology

This research adopts a Design Science Research (DSR) approach to develop, instantiate,

and evaluate the reference model for fraud risk analysis in public procurement. Consistent

with DSR guidelines, the methodological design integrates qualitative and quantitative

techniques across iterative build and evaluate cycles, ensuring that the artifact is simul-

taneously grounded in domain knowledge, informed by scienti�c rigor, and aligned with

the practical needs of oversight institutions. The research process unfolds across inter-

connected phases that progressively transform OGD into interpretable risk signals, ML

models, and explainable outputs validated with domain experts.

The �rst phase establishes the theoretical and empirical foundations of the study. It

comprises two systematic literature reviews: one examining AI based approaches to fraud

detection and another focusing on red �ag based risk indicators in public procurement.

These reviews identify technical, methodological, and governance related gaps in the liter-

ature, particularly concerning transparency, interpretability, and institutional alignment

of AI based fraud detection systems. Complementing the insights derived from the litera-

ture, a series of semi structured interviews was conducted with Brazilian public auditors

in order to capture domain speci�c practices, investigative procedures, and operational

constraints associated with fraud detection in procurement processes. The interviews also

contributed to identifying relevant risk indicators, data usage practices, and expectations

regarding analytical tools that could support oversight activities. Together, the literature

reviews and expert interviews de�ne the problem space, clarify institutional requirements,

and provide the empirical grounding that guides the subsequent design of the proposed

artifact.

Building upon the identi�ed foundations and requirements, the second phase focuses

on the design of the proposed reference model. This model integrates a core analytical

framework comprising data, engine, and decision layers with complementary components

addressing ethical principles, governance and security, and iterative evaluation and re�ne-

ment.
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The third phase involves the instantiation and evaluation of the Reference Model in

real procurement contexts. The artifact is assessed through structured interaction with

public auditors, examining its analytical utility, interpretability, and institutional ade-

quacy. Empirical instantiation enables the examination of how the model operates in

practice, while a comparative analysis between Brazil, European Union and the Nether-

lands explores how di�erences in governance, legal frameworks, and data ecosystems in�u-

ence its applicability and responsible deployment. This phase ensures that the proposed

model is not only theoretically coherent but also practically relevant and contextually

adaptable.

The overall methodological structure of the research linking the PP context and re-

search problem to the foundations and requirements stage, the development of the refer-

ence model, and its subsequent evaluation is summarized in Figure 1.2.

Figure 1.2: Research Design and Methodological Overview
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1.3 Contributions

This thesis makes theoretical, methodological, and practical contributions to the �elds of

digital government, data science, and PP oversight by developing and evaluating a refer-

ence model for fraud risk analysis grounded in OGD. Rather than focusing on predictive

performance, the research advances a structured and governance oriented perspective on

AI assisted oversight, emphasizing interpretability, traceability, institutional alignment,

and responsible deployment in high stakes public sector environments.

From a theoretical perspective, the thesis contributes by conceptualizing fraud risk

analysis in PP as a sociotechnical design problem and by formalizing a reference model

that integrates a core analytical framework (data, engine, and decision layers) with com-

plementary governance components addressing ethical principles, security, and iterative

re�nement. By combining AI based analytical mechanisms with structured red �ag logic

and institutional constraints, the research clari�es how heterogeneous OGD can be trans-

formed into auditable and institutionally grounded fraud risk indicators.

Methodologically, this thesis contributes by demonstrating how DSR can be e�ec-

tively applied to complex challenges in digital government, particularly in the domain

of PP oversight. Rather than treating fraud detection as a purely technical or predictive

task, the research frames it as a sociotechnical design problem that requires the integration

of scienti�c artifacts, including DSR principles, data science techniques, and systematic

research methods within institutional decision making environments. By combining struc-

tured literature synthesis, analytical modeling, and empirical engagement with Brazilian

public auditors, the study illustrates how scienti�c methodologies can be operationalized

to address real world governmental problems. In doing so, it advances the methodological

understanding of how research driven artifacts can move beyond experimental settings

and be embedded within public sector work�ows, balancing analytical innovation with

institutional legitimacy and practitioner knowledge.

From a practical standpoint, the research delivers a reference model that supports

fraud risk analysis in PP through structured red �ags, interpretable analytical �ows, and

governance oriented design principles. By formalizing how risk indicators are constructed,

operationalized, and assessed within institutional constraints, the model provides over-

sight bodies with a transparent and adaptable foundation for decision support. The com-

parative analysis between Brazil, European Union and the Netherlands further extends the

contribution by examining how variations in legal, administrative, and data governance
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environments in�uence the applicability and ethical implications of AI assisted oversight,

o�ering insights into the transferability of the model across jurisdictions.

Collectively, these contributions position the thesis at the intersection of digital gov-

ernment, public administration, and data science, o�ering a reference model for trustwor-

thy and institutionally aligned fraud risk analysis in PP.

1.4 Organization

This thesis is organized into nine chapters, structured to re�ect the progressive develop-

ment, instantiation, and evaluation of the proposed reference model for fraud risk analysis

in PP. Chapter 2 presents the fundamental concepts that underpin the research. It in-

troduces the evolution of digital government, public procurement and its fraud-related

challenges, the role of data, analytics, and arti�cial intelligence in the public sector, ethi-

cal principles for trustworthy AI, and data provenance as a mechanism for transparency,

traceability, and accountability. The chapter concludes with an overview of the Design

Science Research paradigm, which provides the methodological foundation for the devel-

opment of the proposed reference model.

Chapter 3 reports the knowledge acquisition activities that inform the design of the

proposed reference model. It presents two systematic literature reviews, one on AI-based

fraud detection in public procurement and another on red �ag-based risk indicators, fol-

lowed by expert interviews with Brazilian public auditors. Together, these activities

establish the theoretical foundations, identify practical requirements, and provide the

institutional insights that underpin the development of the proposed reference model.

Chapter 4 details the methodological design and artifact development process. Grounded

in Design Science Research, it presents the research design, derives the artifact design re-

quirements, and introduces the proposed reference model, integrating a core analytical

framework (data, engine, and decision layers) with complementary components address-

ing ethical principles, governance and security, provenance, and iterative evaluation and

re�nement.

Chapter 5 presents the instantiation of the proposed reference model in the Brazilian

public procurement context. It describes the implementation of the model's layers, includ-

ing data integration, risk indicator generation, AI-supported analytics, decision support

functionalities, and mechanisms for transparency, provenance, governance, and security,

demonstrating how the reference model can be operationalized in practice.
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Chapter 6 presents the evaluation of the proposed reference model through empirical

studies involving public auditors. It reports the results of expert-based assessments of

the data sources, risk indicators, analytical outputs, and ethical aspects of the model,

examining its practical applicability, interpretability, and institutional adequacy.

Chapter 7 presents a comparative assessment of procurement OGD ecosystems in

Brazil, the Netherlands, and the European Union. It combines a quantitative evaluation of

data quality with a qualitative socio-technical analysis of the organizational, institutional,

legal, and cultural conditions that shape analytics capability for PP oversight.

Chapter 8 discusses the broader implications of the research for digital government

and public sector innovation. It re�ects on the role of data, analytics, and AI in supporting

evidence-based oversight while examining the organizational, governance, methodological,

and societal implications of the proposed reference model.

Chapter 9 concludes the thesis by summarizing its main theoretical, methodological,

and practical contributions, emphasizing the proposed reference model for data-driven

fraud risk analysis in public procurement. It also discusses the study's limitations and

outlines directions for future research and the practical adoption of trustworthy AI-enabled

decision support in public procurement oversight.



Chapter 2

Fundamental Concepts

This chapter presents the fundamental concepts that underpin the development of the

thesis. It begins by examining the evolution of digital government and the role of public

procurement within contemporary public administration, introducing its organizational

characteristics, information structures, and fraud-related challenges. Building on this

foundation, the chapter discusses the growing role of data, analytics, and arti�cial intelli-

gence in supporting public sector decision-making and oversight, followed by an examina-

tion of the ethical principles and regulatory perspectives that underpin trustworthy AI. It

then introduces data provenance as a mechanism for enhancing transparency, traceabil-

ity, and accountability in analytical ecosystems. Finally, the chapter presents the Design

Science Research paradigm, which provides the methodological foundation for the design,

instantiation, and evaluation of the proposed reference model.

2.1 Digital Government

Digital government has emerged as a foundational paradigm for modern public admin-

istration, re�ecting the increasing centrality of digital technologies, data infrastructures,

and information governance in state operations (SETYAWAN, 2024). International orga-

nizations provide complementary de�nitions that collectively shape the conceptual land-

scape of the �eld (AMORETTI, 2007). Panagiotopoulos et al. (PANAGIOTOPOULOS;

KLIEVINK; CORDELLA, 2019) frames digital government as the strategic use of digital

technologies to foster openness, citizen engagement, and public value creation, emphasiz-

ing governance models in which data and platforms are key enablers of policy and service

innovation. A di�erent strand of the literature conceptualizes digital government as a

sociotechnical transformation of the state, in which organizational structures, adminis-
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trative processes, and public sector capabilities are redesigned to operate e�ectively in a

data intensive, networked environment (GIBREEL; HONG, 2017). This perspective un-

derscores the shift from siloed, paper based bureaucracies to integrated, process oriented

and analytics enabled administrations, where digital technologies support coordination,

evidence driven decision-making, and proactive service delivery. Together, these de�ni-

tions converge on the idea that digital government represents not merely the digitization of

public services, but a systemic transformation in which data, platforms, and interoperable

infrastructures become foundational elements of contemporary governance.

The evolution of digital government can be understood as a progression of inter-

connected phases. Early digital government initiatives focused primarily on providing

online access to information and services, mirroring administrative processes in digital

form (FANG, 2002). As technologies matured, governments adopted more integrated

architectures, giving rise to digital government, characterized by service interoperabil-

ity (CAMPMAS; IACOB; SIMONELLI, 2022), platform based delivery models (NAM;

NAM; KIM, 2024), and process automation (LINDGREN, 2020). The subsequent emer-

gence of data driven government shifted the emphasis toward analytics and the systemic

use of administrative data as a strategic asset for planning, monitoring, and policy formu-

lation (ANSHARI; LIM, 2017). More recently, advancements in AI, ML, and automated

decision systems have introduced the notion of algorithmic government, in which com-

putational models increasingly support or shape administrative decisions and oversight

activities (ENGIN; TRELEAVEN, 2019).

This historical trajectory re�ects a broader conceptual shift: from digitizing isolated

services to coordinating systems, and ultimately to decisions through data. Contemporary

digital government frameworks place strong emphasis on enabling infrastructures such as

interoperable registries, secure data exchange mechanisms, and common platforms that

allow information to �ow across organizational boundaries. This shift advances not only

administrative e�ciency but also new forms of transparency, accountability, and value

with citizens and stakeholders.

Across its evolution, digital government has undergone a structural transformation

that extends beyond technological modernization to encompass shifts in service logic, or-

ganizational models, and performance priorities. As illustrated in Figure 2.1, this trajec-

tory unfolds across �ve stages. Digital Government 1.0 (Emergence) centers on individual

service delivery, prioritizing service access and quality. In Digital Government 2.0 (In-

dustrialising), the focus shifts toward scaling service provision, emphasizing value chain
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coordination and equitability. The Automation phase (3.0) advances e�ciency through

operating model optimization and practicality driven performance. With Digitalisation

(4.0), the emphasis moves toward whole-of-government integration, business model trans-

formation, and connectivity across departments. Finally, Personalisation (5.0) re�ects

a citizen-centered model oriented toward whole-of-life service delivery, desirability, and

cross-government collaboration. Across these stages, digital government progressively

transitions from isolated service provision to integrated, citizen-driven ecosystems sup-

ported by increasingly coordinated institutional arrangements and data infrastructures.

This evolution creates the structural conditions for advanced analytical oversight mecha-

nisms by increasing data availability, institutional interconnectivity, and the demand for

transparent, accountable, and explainable decision support systems.

Figure 2.1: Evolution of Digital Government Paradigms. Adapted from
(KOWALKIEWICZ; DOOTSON, 2019)

The consolidation of digital government thus establishes the institutional and techno-

logical foundations upon which more specialized administrative domains operate (LUNA-

REYES; GIL-GARCIA, 2014). As public administrations adopt platform based archi-

tectures, interoperable systems, and data frameworks, they create environments capable

of generating structured, high quality information that can support increasingly sophis-

ticated forms of oversight, evaluation, and decision making. These developments have

broadened the analytical capacity of governments and, at the same time, heightened ex-

pectations regarding transparency, traceability, and evidence based public management
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(SHARMIN; CHOWDHURY, 2025).

Within this broader transformation, speci�c policy areas have become particularly

dependent on digital infrastructures and data-driven practices. PP is one of the most

prominent examples, both because of its scale and because of the volume and granularity

of information it produces throughout the contracting cycle (FELIZZOLA et al., 2024).

The increasing digitalization of procurement processes not only re�ects the principles dis-

cussed in this section but also exempli�es how digital government initiatives enable new

forms of monitoring, accountability, and risk analysis. These developments are particu-

larly consequential in domains where administrative processes generate extensive digital

traces, such as PP. Exploring this domain in greater depth helps illuminate how digital

infrastructures shape operational complexity, transparency demands, and opportunities

for enhanced oversight.

2.2 Public Procurement

PP refers to the set of processes by which governments acquire goods, services, and public

works necessary for ful�lling their functions (BERMÚDEZ; FARIAS; TORRES, 2020). It

is recognized by international organizations such as the OECD, the World Bank, and the

European Commission as one of the most signi�cant economic and administrative activi-

ties of the state, up to 25% of national GDP (FAZEKAS; BLUM, 2021). Beyond its �scal

magnitude, procurement serves as a strategic policy instrument: it supports the deliv-

ery of essential public services, stimulates economic development, fosters innovation, and

promotes social outcomes through regulatory mechanisms such as sustainable or inclusive

purchasing (KULLMANN, 2018). Fundamentally, procurement systems are guided by

principles of legality, fairness, competition, e�ciency, transparency, and accountability

(HERMAN; YOHANNIS, 2018). These principles aim to ensure that public resources are

used e�ectively and that contracting decisions are made in accordance with established

norms. As a result, procurement is not merely a transactional function but a governance

mechanism that shapes how public value is created and distributed across society.

The procurement processes is shaped by a wide array of actors whose roles and in-

teractions in�uence both procedural integrity and administrative outcomes. Contracting

authorities and procuring units oversee the planning, preparation, and execution of pro-

curement procedures, while economic operators participate competitively under legally

established frameworks. A second layer of institutional actors�including internal con-
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trol bodies, legal advisors, and procurement committees�supports procedural compliance

and ensures adherence to regulatory standards. External oversight institutions, such as

supreme audit bodies and anti-corruption agencies, further contribute to accountability

by monitoring outcomes and investigating irregularities.

These actors operate within governance arrangements de�ned by statutory require-

ments, institutional mandates, and administrative traditions (THAI, 2017). In many

jurisdictions, centralized procurement authorities are responsible for issuing regulatory

guidelines, administering e-procurement infrastructures, and promoting the standardiza-

tion of procedures across public organizations (MCCUE; PITZER, 2000). Sectoral agen-

cies and subnational entities, in turn, adapt these directives to their operational contexts,

taking into account organizational capacities, budgetary constraints, and domain speci�c

requirements (SCHMITZ et al., 2025). This multilayered governance structure, char-

acteristic of contemporary procurement systems, creates opportunities for coordination,

interoperability, and professionalization. At the same time, it introduces challenges arising

from institutional fragmentation, heterogeneous levels of digital maturity, and inconsis-

tencies in the implementation of integrity and compliance safeguards (MANTA; MANSI,

2024).

Figure 2.2 illustrates the main public procurement process as de�ned in Article 17 of

Brazilian Law No. 14.133/20211 . Although procurement procedures vary across jurisdic-

tions due to di�erences in legal frameworks and administrative traditions, the Brazilian

model is used here as a guiding reference to structure the discussion. The process typically

begins with the Preparatory Phase, which involves internal planning, needs assessment,

and the drafting of technical speci�cations. This is followed by the Tender Notice Pub-

lication, formally initiating the competitive procedure. Suppliers then proceed with the

Submission of Proposals, after which bids are examined during the Bid Evaluation Phase,

where they are assessed according to prede�ned criteria. The Quali�cation Veri�cation

Phase ensures that the selected bidder meets legal, �scal, and technical requirements.

Subsequently, the Appeals Phase allows participants to challenge procedural or evalu-

ation decisions. The process concludes with the Formal Approval (Rati�cation) Phase

and the Contract Award Phase, which validate the procedure and formally assign the

contract to the winning bidder. While procedural sequences and terminology may di�er

across countries, these stages represent common structural elements of competitive public

procurement systems.

1https://www.planalto.gov.br/ccivil_03/_ato2019-2022/2021/lei/l14133.htm
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Figure 2.2: Phases of the PPP.

2.2.1 Procurement Data and Information Structures

The digital transformation of PP has fundamentally reshaped how contracting processes

are conducted, documented, and monitored. E-procurement platforms consolidate pro-

cedures that were previously dispersed across agencies and formats, providing standard-

ized work�ows, integrated registries, and structured digital records (REBUGLIO; OTTA-

VIANI; DE MARCO, 2025). These systems enable governments to automate procedural

steps, reduce administrative burden, and increase the e�ciency and transparency of pro-

curement activities (LUNGU, 2024). By centralizing information �ows, digital platforms

also strengthen compliance mechanisms, facilitate real time publication of procurement

data, and support the adoption of advanced analytical tools.

In the Brazilian case, the digital ecosystem is anchored in platforms such as Compras-

Net2 and the National Public Procurement Portal (PNCP)3 , which aggregate federal,

state, and municipal procurement information and promote standardization through uni-

�ed procedures and data structures (LABORATÓRIO DE INOVAÇÃO EM GOVERNO

et al., 2021). Although these systems represent signi�cant progress, the coexistence of

legacy databases, heterogeneous adherence to national standards, and disparities in digi-

tal maturity across subnational entities contribute to fragmentation and inconsistent data

quality (OLIVEIRA, 2024). Furthermore, since the enactment of Law No. 14.133/2021,

contracting authorities have been permitted to operate independent electronic procure-

ment portals, provided that procurement data are integrated with the PNCP. While this

2https://www.gov.br/compras/pt-br
3https://www.gov.br/pncp/pt-br
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measure expands �exibility and autonomy at the subnational level, it also introduces ad-

ditional layers of technical heterogeneity, synchronization challenges, and data integration

inconsistencies, thereby complicating e�orts to ensure completeness, interoperability, and

uniform data governance. Integration with budgetary, �nancial, and contract manage-

ment systems remains uneven, further constraining the construction of a fully interoper-

able procurement information infrastructure.

PP is an inherently data intensive domain, generating a wide range of informational

artifacts across its lifecycle including planning documents, tender notices, supplier sub-

missions, evaluation records, contract metadata, invoices, inspections, amendments, and

audit reports which collectively create a rich environment for transparency, monitoring,

and risk analysis (FELIZZOLA et al., 2024). The heterogeneity, granularity, and vol-

ume of these datasets make procurement particularly suitable for data driven oversight,

yet also expose critical limitations: missing �elds, inconsistent identi�ers, unstructured

attachments, and incomplete metadata hinder interoperability and obstruct the recon-

struction of end to end procurement histories (DUGUAY; RAUTER; SAMUELS, 2023).

Moreover, the use of divergent coding standards and taxonomies across IS reduces com-

parability and undermines the integration of datasets from multiple sources.

Figure 2.3 presents the main categories of data generated across the PP lifecycle,

structured according to the phases previously described: Preparatory Phase, Tender No-

tice Publication, Submission of Proposals, Bid Evaluation Phase, followed by the post

award stages of Contract Execution and Oversight and Payment. For each phase, the

�gure illustrates the corresponding data artifacts produced, highlighting the progressive

accumulation of information throughout the process. In the preparatory stage, documents

such as price quotations, budget estimates, and procurement plans are generated. The

publication stage produces tender notices, technical speci�cations, evaluation criteria, and

legal requirements. During proposal submission, bidding auction data and supplier docu-

mentation are recorded, while the bid evaluation phase results in formal bidding outcomes.

The post procurement stages (visually distinguished in orange) capture contract execu-

tion artifacts, including contract documents and orders, as well as oversight and payment

records such as invoices. In the �gure, white document icons represent predominantly un-

structured data, typically composed of textual or document based information, whereas

gray document icons indicate structured data, generally stored in tabular or transactional

systems. This distinction re�ects the transition from document heavy, semi-structured

information in earlier stages to more standardized and database oriented records in later

phases. It is important to note that not all artifacts represented are fully accessible to
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the public, as legal and institutional restrictions may apply. Moreover, the �gure re-

�ects a canonical procurement work�ow and does not explicitly incorporate exceptional

procedures or alternative contracting modalities. Overall, the diversity and heterogene-

ity of these data structures illustrate both the analytical potential and the operational

challenges associated with transparency, monitoring, and fraud risk analysis in public

procurement systems.

Figure 2.3: Data Artifacts across the phases of PP

2.2.2 Fraud in Public Procurement

Fraud in PP refers to the intentional manipulation of contracting processes with the pur-

pose of securing an unlawful bene�t or causing �nancial or operational harm to the public

administration (WEINGÄRTNER et al., 2021). It is distinguished by deliberate intent

and concealment, setting it apart from inadvertent procedural errors or administrative

irregularities. The literature often situates procurement fraud within a broader family

of illicit practices, including corruption, typically involving the abuse of public authority

for private gain, and collusion, where bidders coordinate to distort competitive outcomes

(NAI; SULIS; MEO, et al., 2022; RUSTIARINI; NURKHOLIS; ANDAYANI, 2019; REN-

DON; RENDON, 2015). While these practices may overlap in complex cases, fraud in

procurement speci�cally denotes intentional misconduct that undermines the principles of

competition, transparency, and fairness that structure public contracting systems (ALVES

BATISTA, 2024). This conceptual foundation provides a basis for examining the mech-
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anisms, risk factors, and detectable signals that characterize fraudulent behaviors in the

procurement lifecycle.

Conceptually, fraud can be understood as a violation of process integrity through-

out the procurement cycle (HEGGSTAD; FRØYSTAD, 2011). This perspective high-

lights that fraudulent schemes may emerge at any stage, from needs assessment and

tender preparation to supplier selection, contract execution, and payment and often ex-

ploit asymmetries of information, gaps in oversight, or systemic vulnerabilities. Fraud is

thus embedded within broader institutional and regulatory contexts: the design of pro-

curement laws, the maturity of digital systems, the capacity of oversight bodies, and the

culture of integrity within public organizations all in�uence both the opportunities for

fraudulent behavior and the mechanisms through which it can be detected or concealed.

The multidimensional nature of fraud underscores the need for analytical frameworks ca-

pable of integrating procedural, behavioral, and data-driven perspectives (ALTURKI et

al., 2020). Traditional auditing methods rely on ex post inspection and documentary ver-

i�cation, but digital procurement environments generate new possibilities and challenges

for identifying suspicious patterns (SANTOS; SOUZA, 2016).

Fraud in PP manifests in diverse forms that correspond to the structural and proce-

dural characteristics of each phase of the contracting cycle. Because procurement consists

of sequential stages: planning, tender preparation, bidding, evaluation, contracting, and

execution, fraudulent schemes often exploit vulnerabilities speci�c to each step (MOD-

RU’AN; RABUZIN; MR’IC, 2021). A process oriented typology therefore allows for a

more precise understanding of how irregularities emerge, how they are coordinated, and

which institutional controls they attempt to circumvent.

Pre-tendering fraud generally involves manipulating the de�nition of needs, technical

speci�cations, or cost estimates to favor a particular supplier or to arti�cially justify

procurement decisions (MANTZARIS, 2014). Examples include tailoring speci�cations

to a preselected vendor, fragmenting contracts to avoid competitive procedures, in�ating

estimated prices, or restricting market research to a narrow group of potential bidders.

Tendering phase fraud often consists of practices that undermine competition during

the bidding process. Common schemes include bid suppression, complementary bids, ro-

tation of winners, and other forms of collusive behavior among suppliers (WEISHAAR,

2013). Procedural manipulation such as controlling access to tender documentation, re-

stricting deadlines, or leaking con�dential information also appears at this stage and can

signi�cantly distort competitive dynamics.
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Evaluation and award fraud occurs when the assessment of proposals is intentionally

biased or formally manipulated. This may involve arbitrary disquali�cation of competing

o�ers, unjusti�ed scoring adjustments, preferential interpretation of criteria, or the selec-

tion of a higher priced bidder without legitimate justi�cation (ALVES BATISTA, 2024).

Such actions typically rely on exploiting discretionary elements of evaluation procedures.

Contract execution fraud comprises irregularities that arise after the contract has

been awarded. These include systematic overbilling, delivery of substandard or incomplete

goods and services, unauthorized subcontracting, false invoicing, and misuse of contractual

amendments to increase prices or extend deadlines without valid cause (ABIORO, 2021).

Execution related fraud is particularly di�cult to detect because it often depends on

informational asymmetries between contracting authorities and suppliers, and because

documentation may be incomplete or inconsistently recorded.

Table 2.1 synthesizes the principal categories of fraud observed across the PP cycle.

The table organizes fraudulent schemes according to the procedural stage in which they

typically occur, highlighting how vulnerabilities di�er between planning, tendering, bid-

ding, evaluation, contract execution, and oversight. This structured typology supports a

process oriented understanding of procurement fraud and serves as a foundation for the

discussion of red �ags and detection mechanisms in subsequent sections.

Table 2.1: Typologies of Fraud Across the Public Procurement Cycle

Phase Fraud Type Reference

Pre-Tendering

Manipulation of needs assessments; tailoring of technical speci�cations;

in�ated cost estimates; contract splitting to avoid competitive procedures;

restricted market research.

(MODRU’AN; RABUZIN; MR’IC, 2021)

Tender Preparation and Publication

Design of tender documents favoring a speci�c supplier;

restrictive or discriminatory requirements;

limited access to tender information; manipulation of deadlines.

(GRAYCAR, 2019)

Bidding Phase

Bid rigging and collusion;

rotation of winning bidders;

suppression of competition;

arti�cial bid submissions;

leakage of con�dential information.

(RODRÍGUEZ et al., 2022)

Evaluation and Award

Unjusti�ed disquali�cation of bidders;

biased scoring; manipulation of evaluation criteria;

awarding contracts at in�ated prices without justi�cation.

(MANTZARIS, 2014)

Contract Execution

Delivery of substandard or incomplete goods or services;

overbilling and false invoicing; unauthorized subcontracting;

irregular amendments increasing price or scope.

(MATTHEW; PATRICK; DENISE, 2013)

Oversight and Payment

Manipulated inspection or performance reports;

approval of payments without veri�cation;

alteration or destruction of records to conceal irregularities.

(RENDON; RENDON, 2015)

Supreme audit institutions, internal control bodies, and anti-corruption agencies em-

ploy a variety of mechanisms to detect irregularities in PP, with red �ags playing a central
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role as indicators of elevated fraud or corruption risk. In Brazil, institutions such as the

Tribunal de Contas da União (TCU) and the Controladoria Geral da União (CGU) in-

corporate risk indicators into their audit methodologies to prioritize contracts, identify

anomalous patterns, and support investigative procedures. International organizations,

including SIGMA/OECD, INTOSAI, and the Open Contracting Partnership (OCP), have

likewise developed extensive red �ag catalogues to guide oversight practices worldwide.

Red �ags may be quantitative, such as unusually high prices, limited competition, ex-

cessive amendments, or atypical bidding behavior or qualitative, capturing procedural

inconsistencies, con�icts of interest, or governance weaknesses. Importantly, these indi-

cators function as heuristics rather than de�nitive proof of wrongdoing; their strength

lies in their interpretability, transparency, and alignment with domain expertise, making

them foundational both to traditional auditing and to contemporary data-driven oversight

approaches.

Despite the availability of such mechanisms, fraud detection in public procurement

remains complex and resource intensive. Fragmented information infrastructures, hetero-

geneous data structures, inconsistent identi�ers, and uneven digital maturity hinder the

reconstruction of procurement histories and constrain large scale analytical monitoring.

Data quality issues, including incomplete records, missing metadata, and unstructured at-

tachments, further complicate automated analysis. These challenges are exacerbated by

the scarcity of con�rmed fraud labels, which limits the applicability of supervised learning

techniques and increases reliance on heuristic, anomaly based, or hybrid detection strate-

gies. Institutional and legal frameworks also shape detection capacities: in Brazil, Law

No. 14.133/2021 emphasizes transparency, digital integration, and risk management,

complemented by TCU and CGU oversight mechanisms; within the European Union,

harmonized procurement directives and oversight bodies such as the European Court of

Auditors promote standardization and accountability across Member States. Although

implementation varies, fraud risk in public procurement emerges within structured yet

imperfect regulatory environments.

2.3 Data, Analytics, and AI in Public Sector and Pub-
lic Procurement

The growing digitalization of governmental activities and the expansion of OGD initia-

tives have signi�cantly increased the volume, diversity, and availability of public sector

data (CHARALABIDIS et al., 2018). In parallel, advances in information systems, data
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infrastructures, and analytical capabilities have progressively transformed how public or-

ganizations support planning, monitoring, and operational activities (NWAIMO; OLU-

OHA; OYEDOKUN, 2019). Within this context, the concept of Data-Driven Decision-

Making (DDDM) emerged as an organizational and analytical paradigm centered on the

use of data, analytical methods, and structured evidence to support institutional decision-

making processes (GADE, 2021). Rather than relying exclusively on intuition, personal

experience, or reactive approaches, DDDM emphasizes the systematic transformation of

raw data into actionable information capable of informing organizational actions, improv-

ing situational awareness, and supporting evidence-based governance practices (MAGA-

KWE, 2025).

Figure 2.4, inspired by the conceptual perspective proposed by (LU et al., 2019),

presents a simpli�ed representation of the Data-DDDM lifecycle. The cycle begins with

Data Collection, in which raw data are gathered from organizational and operational

environments, followed byData Integration and Preparation, where heterogeneous data

sources are structured, transformed, and prepared for analytical use. Subsequently,Data

Analytics and Processingactivities transform raw data into analytical outputs capable

of generating organizational knowledge and insights through theKnowledge and Insight

Generation stage. These insights support theDecision Support process, assistingHu-

man and Organizational Decision-Makingactivities that ultimately lead to Institutional

Actions. The outcomes of these actions are then subjected toFeedback, Monitoring and

Evaluation processes, generating new organizational knowledge and enabling aContinuous

Improvement Cycle. Collectively, the �gure illustrates DDDM as a cyclical and iterative

organizational process in which data are continuously transformed into actionable insights

capable of supporting evidence-based governance and institutional learning.
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